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HKEY _ LOCAL _ MACHINE¥SYSTEM¥CurrentControlSet¥
Services¥ [Random name for the service]

Image Path = ,%System Root%¥system32¥svchost.exe -k netsves”
HKEY _LOCAL _ MACHINE¥SYSTEM¥CurrentControlSet¥
Services¥[Random name for the service]¥Parameters

ServiceDll =, [Path and filename of the malware]“

HKEY _LOCAL MACHINE¥SOFTWARE¥Microsoft¥
Windows NT¥Current\Version¥SvcHost

* Windows Security Center
* Windows AutoUpdate

* Windows Defender

« Error Reporting Service
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* http://checkip.dyndns.org
* http://[getmyip.co.uk
* http:/Mmww.getmyip.org

» ask.com

* baidu.com
* google.com
* msn.com

e Wwww.w3.0rg
* yahoo.com
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http:/mww.microsoft.com/japan/protect/computer/viruses/worms/conficker.mspx

NERT

http:/mww.microsoft.com/japan/security/malwareremove/default.mspx
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